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April 6, 2011

The Honorable Patrick J. Leahy The Honorable Charles E. Grassley

Chairman Ranking Member

United States Senate Committee on the Judiciary United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building 152 Dirksen Senate Office Building
Washington, D.C. 20510 Washington, D.C. 20510

Dear Chairman Leahy and Ranking Member Grassley:

As public interest groups dedicated to limited, Constitutional government, we write to urge Congress to extend
the Fourth Amendment’s protections to Internet-based “cloud” and mobile location services. Specifically,
Congress should amend outdated U.S. laws originally intended to protect citizens against unwarranted law
enforcement access to their private information held electronically by third parties. The laws protecting such
information, while robust at the time of their enactment, have been eroded by technological change. By closing
the resulting gaps in legal protection, Congress can restore Americans’ individual liberties in the digital age and
ensure the Internet remains a powerful engine of economic growth, while preserving the tools needed by law
enforcement investigations and removing legal uncertainty that may hamper law enforcement’s effectiveness.

Bringing the Fourth Amendment into the Digital Age

Among the chief causes of the American Revolution was widespread outrage at the use of “general warrants”
and “writs of assistance” by British officers to conduct searches and seizures without judicial oversight.'

George Mason’s Virginia Declaration of Rights, adopted mere months before the U.S. Declaration of
Independence,” set forth the basic warrant requirements for lawful searches that were ultimately enshrined in the
Fourth Amendment—which protects our “persons, papers and effects” from such arbitrary invasion by requiring
law enforcement to obtain warrants issued by a court upon a showing of probable cause.

The Fourth Amendment’s protection of the “right of the people to be secure ... against unreasonable searches
and seizures” is the crown jewel of our constitutional liberties and our greatest bulwark against tyranny. Yet
most U.S. courts have declined to extend Fourth Amendment protection to digital “papers” stored with third
parties, even those reasonably expected to remain private. In 1986, Congress attempted to fill this gap with the
Electronic Communications Privacy Act (ECPA), which remains the primary federal law governing law
enforcement access to electronic communications.



For its time, ECPA was a forward-looking, liberty-enhancing statute. But new technologies have changed how
individuals and businesses communicate in profound ways unforeseeable in 1986. For example, with storage
costs plummeting,’ more and more sensitive information once stored locally (and protected by the Fourth
Amendment) is being stored remotely (where it is only partially protected by ECPA). Mobile phones track
users’ movement to support a variety of beneficial services and applications—yet under ECPA, this locational
data may be obtained by law enforcement without a search warrant.

Congress has tried—unsuccessfully—on several recent occasions to update ECPA to keep pace with
technological change. In October 2000, for instance, the Republican-controlled House Judiciary Committee
voted 20-1 to approve reforms very similar to what we propose here.* Unfortunately, that legislation never
made it to a floor vote.

ECPA Reform Would Enhance U.S. Economic Competitiveness

Cloud computing has already been a boon for global commerce and communication.” In coming years, this
revolutionary shift is expected to generate massive efficiency gains, and cultivate economic growth worldwide.®
Cloud computing substantially lowers overall IT costs, allows companies to switch from large and infrequent
capital expenditures to consistent recurring operating expenditures, and can easily accommodate fluctuations in
computing needs.” This makes cloud computing especially valuable to start-ups and small businesses—the
dynamos of our economy.

But because most information stored with third-party cloud providers often enjoys no Fourth Amendment
protection—unlike data stored on first-party (i.e., local) computers*—even IT professionals are worried about
the privacy of information stored with cloud computing providers,’ and thus hesitate to embrace cloud
computing.

Cloud computing and mobile service providers receive thousands of governmental demands for private user
information annually.'” Despite the sensitive nature of the information sought, many of these demands were
made without meaningful judicial review, or any review at all—due to ECPA’s inadequate protections.''

Protecting Cell Locational Data Will Safeguard Liberty & Foster Burgeoning Mobile
Ecosystems

Most smartphones sold today include GPS transceivers and support network-based location (i.e., triangulation
by cell towers) when no GPS signal is available. Under ECPA, however, the standards governing law
enforcement access to mobile locational information are not explicitly spelled out. Many courts have authorized
such demands without requiring a search warrant—contrary to our Fourth Amendment heritage.'?

Our proposed reforms would not only protect our constitutional liberties, but also promote the growth of the
mobile ecosystem. Mobile apps increasingly use location-based functionality to deliver a variety of services to
users, from navigation to localized ads to location-based social networking. These services are expected to
generate $12.7 billion in revenues by 2014."

ECPA Reform Will Bring Needed Clarity to Law Enforcement Investigations

Law enforcement has effectively fought crime within the constraints of the Fourth Amendment—Ilargely
because those constraints are generally clear, predictable and well-understood. By contrast, ECPA’s rules
governing access to electronic information are a confusing, byzantine mess. Compounding this complexity, a
series of conflicting court decisions has resulted in dramatically different standards between jurisdictions for law
enforcement demands for electronic information. The resulting legal uncertainty impedes law enforcement
efforts and greatly complicates the training of computer crime investigators.'



Our proposed ECPA reforms would resolve these ambiguities by creating a single set of nationwide standards
that are consistent with the Fourth Amendment. Moreover, unlike ECPA’s existing rules, the rules we propose
would map readily to cloud and mobile services and reflect users’ reasonable privacy expectations in the digital
age. Our proposed reforms would not affect the tools used by intelligence agencies and law enforcement
authorities to track terrorists and spies."

The Time for Reform is Now

Major decisions regarding the future architecture of cloud computing are being made right now. If Congress
fails to enact ECPA reform, cloud computing services may be designed to rely on servers outside the U.S. Not
only would this harm U.S. competitiveness, it could also, ironically, deny U.S. law enforcement access to cloud
data—even with a lawful warrant.

We urge Congress to act immediately to amend ECPA to extend the Fourth Amendment’s protections against
the unreasonable search and seizure of digital documents and other electronic information. Specifically,
Congress should require that law enforcement:

1. Obtain a search warrant before it can obtain private content stored online;

2. Obtain a search warrant before it can track the location of a mobile communications device;

3. Persuade a court that demands for information about the parties with whom an individual has
communicated are relevant and material to a criminal investigation; and

4. Demonstrate to a court that the information it seeks through a bulk data request pertaining to an entire
class of users is needed for a criminal investigation.

Indeed, at least one federal appellate court has found a key part of ECPA inconsistent with the Fourth
Amendment, just as we argue.'® By making ECPA consistent with the Fourth Amendment, Congress can avoid
protracted litigation in other circuits and clarify proper procedures for law enforcement to obtain access to
information with a warrant, just as the Founders intended.

In liberty,
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